How to avoid being a victim of cybercrimes
~Be careful of dangerous invitations~

1 Latest instances of cybercrime

There have been a high number of cases of online shopping fraud and the illegal access of

online banking accounts.

Crime organizations recruit exchange students and technical trainees to take part in

crimes under the guise of it being an easy, lucrative part—time job.

2 Examples of taking part in crimes

(1) lllegally receiving goods
Taking delivered items by pretending to be the recipient and transferring to the

specified address.
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(2) Making purchases via barcode
To purchase items using another person’ s barcode, then sending the item to

the specified address.
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(3) Transferring and trading bank account ( or ATM card)
To sell, buy or transfer your bank account ( or ATM card) for free.
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You should never be tempted by fraudulent promises on social media
such as “it is a good part time job", it is just receiving items”, “it is just
purchasing items”, or “if you open and transfer your bank account,

you’ Il make money". These are all crimes. If you commit these acts, you
might be arrested or deported.

Ibaraki Prefectural Police Headquarters Community Safety Department
Cybercrime Countermeasures Division




